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Web Browser 0-day Hunting
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¢ CANbus Hacking
« Bluetooth based Car Hacking
« USB based Car Hacking

¢ SMS based Car Hacking
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[ 12X} - CANbus Hacking ]
« CAN(Controller Area Network) 12| 0|8}
« ECU(Electronic control unit)2| 0|3}
« CANbus lines AZ37| A&
« CANbus Hacking Tool 7 &&
« CAN Message Sniffing &
« CAN Message S%l(Injection) &
« CAN Message ZBio| 71X O]
« CANbus Controller@t Transceiver2| 0|3l

« CAN Network ZSRE2| 0|3
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- 2010 - Experimental Security Analysis of a Modern Automobile
- 2011 - Comprehensive Experimental Analyses of Automotive Attack Surfaces
- 2013 - Adventures in Automotive Networks and Control Units
- 2014 - A Survey of Remote Automotive Attack Surfaces
- 2015 - Remote Exploitation of an Unaltered Passenger Vehicle
- 2015 - How to Hack a Tesla Model S
- 2015 - Broadcasting Your Attack: Security Testing DAB Radio In Cars
- 2015 - Drive it like you Hacked it: New Attacks and Tools to Wireles
- 2016 - Advanced CAN injection technique for vehicle networks
- 2016 - Car Hacking Research: Remote Attack Tesla Motors
- 2017 - The CIA may be hacking cars
« XSt Attack Vector2| O|sf
- Hardware Vulnerabilities Analysis (UART/JTAG/OBD-II)
- Audio/Video/Navigation Device Vulnerabilities Analysis
- Smart Device Vulnerabilities Analysis
- Telematics Device Vulnerabilities Analysis

- ETC : Web Browser, Smartphone APP, Radio Data System, Cloud Server

[ 2¥X} - Infotainment System Hacking ]
» Bluetooth based Car Hacking
- Bluetooth 7|2 (master/slave, piconet, bluetooth stack)
- Bluetooth Packet &4 A&
- Bluetooth Packet sniffing &
- Bluetooth Packet2| ZBH &
- Bluetooth Stack &44(Radio, LC, LMP, HCI, L2CAP, RFCOMM, SDP, OBEX)

- Bluetooth Profile2| O|3d}
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Bluetooth Profile Scanning &

- XtEE C|HHO|A2] FQ Profiles

- Xt =8 Bluetooth H 7|5E

- X}2F9| Bluetooth Packet Sniffing % £
- Xt2F Bluetoothl| =8 Attack Vectors

Bluetooth Packet HHZE A&

- Bluetooth Packet Fuzzing

» USB based Car Hacking
- Xt USBL| 8 Attack Vectors
- USB(Universal Serial Bus) 7|=

- Beagle USB 4802 0|89t USB Packet Sniffing



- 8 USB Packets 1 (Device, Configuration, Interface, Endpoint, String Descriptor)

- USB Packet2| M& FZ= =Z4(Transfer, Transaction, Token, PID, Address, Endpoint, CRC)
- USB Packet Fuzzing &4 7=

- OrangePi§ O| &%+ USB fuzzer 7HE

- Linux USB Gadget®| O|3df

- USB Stack Fuzzing

- USB based OS File system Fuzzing

- USB based Multi-media file Fuzzing

3%} - Telematics System Hacking ]
« TCU(Telematics Control Unit)2| O3}
« SMS PDU Z 49| 0|}

« PDU 28 24 A5

« PDU H|O|HE 0|&%t SMS H& A&
« Modem deviceE 0|8%F SMS & A&
o HlfE SMSQt 22 SMSo| pDU EE Zf H|

« MMS(Multimedia Messaging Service) &3}7|

« PDU-Header 3 TP-UDHI EE2| 0|3}

« [EI(Identity Element Identifie)2} Application Port2| O|dY

« SMS Hacking At2fl 241 : iPhone, Galaxy S5

« SMS Fuzzing &4 +=

« Android telephony stack2| O35

« SMS =41 AlQ] GOl 55 42 £M Y Fuzzing A& MY
* SMS Fuzzer 7i& Y| O3}

« Fake BTSE 0| &%t SMS attack (USRP + OpenBTS)
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« A& ZH| Grayhash DanbiBoard-BASIC &7 % Spec &3
« Firmware, Bootloader, OS, Filesystem2| O|d|
« CPU YUTOIM & FE 272l ofsh
o A5 HYO Y &4 A=
- HYol RE Y o2 &Y
« 25 712 RO e ® FE

- "elof RE 24 8 GPIO2| 0|5

« UARTE 0|88t DEBUG HIAIX| =&

- 72 ZEOIM = UART Z2EZ

« 25 LED & FHEX HOf

5 st Z2EZF 12C2l O}

S=

Character LCD H|Of



[ 22X} - 2|52 A2H” JHE ]
« #& TH| Grayhash DanbiBoard-EDU 27 3! Spec M3
. 2 E 2(Bootloader)2| O|d|
- o222, H2e HEEY A o2 Yol o5
« Si72| ZEOM 2 oZ2] B
« DDR2 RAM 27|t S0 Chst Of3y
- 45 :RAM Z7|3} 8 RAM HAE
« U-BOOTY| #+& 8 7{d 2d 178 9| 0|

- A& 1U-BOOT =Y % EX
- FERHE O|&ct HAO ¥ 0=

- ofFHe EOM = FE

I}

] (REEQ EOHNA 23] AYES)
o A% :Linux Kernel Aot 3 73

« Root File System?| O|df

« A& : Root File System 2E 9 E3H

. 8|7{2] ™A £ Root File System
- 252 28 o 8 mEM FZEo| o
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[ 3YA} - 7JjEREQS EE |
« A& EH| Grayhash DanbiBoard-PRO 27 8 Spec &9
. C|HtO|A E=2to|H{ o] O]}
« A5 : C|HO|A EZIOIHE S8t FHEX| X0
« SIEQ0] A Z2EE SPIQ| 0|oH
« Si7H2| ZHOM = SPI ZREES
« TFT-LCD C|AEZ0] A&

« Frame Buffer2| O|s}

« A& : Frame Buffer &X|E 0|83t TFT-LCD A
« A5 mp3 8¥ X 53 T

« USB A|AH” ZtE FXO| O|sf

« A& 1USB 7|RE G PHILE AHA

DXI
« Ethernet A|AE ZE FX0O| O|sf
« AMEHESZ AZ
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Windows Reverse Engineering
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Reverse Engineering®| 7iE % B O[3

« Windows PE ZIio| 0|3}

x86 OF7| =X O[3

- &M 1] WHE -

[ 12X} - Reverse Engineering Basic ]
« Disassembling/Decompiling®| O|d}
« =8 Debugger 27l (ollydbg/immdbg/windbg/gdb)
« Hooking/filtering/capturing tools 2~7H (Sysinternal suite)
« x86 architecture®| 0|3l (Ring0/3, instruction, registers, memory &)
« C/ASM 0|8l (x86 Assembly, == Stack frame, calling convention &)
« ASM2Z ot BHE7| HE
+ C/C++ Compiled codes &4 (Debug/Release mode, = &7|, &

Struct/class/OOP &)

« Decompling(ASM -> C0f Hzh A
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[ 22X} - Windows Binary Reversing ]
« Windows PE ZZHO| O}
+ WindowsOl| 42| process2| O|sh
+ PE Parser N&f A&
« Code Disassembling 7|5 F7t
» Game Reverse Engineering & &
« OIX
« AEIE 8 Exploit &4 &
« DLL/Code Injection®| O|d}

|
« Code Injection tool A% A&

[ 3%} - Analysing Packer and Obfuscator ]
« Packer/Obfuscator2| O[3l (Packers, protectors, custom packers)
. 2IHE 2 Weliste RS (anti-debug, anti-analysis)
« 78% Ollydbg Pluging 274
« 2YAE Unpacking &

« Runtime Code IHX| M&
4

« Crackme N& % 2AM gigff 7|4 M8 ME
« YHILTL AMESHE HED =19 SH1 7|5 Ofs)
« AE =3} (obfuscation) 24 MG

« M2 Protector 24 A&



Web Browser 0-day Hunting
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[ 19X} - Web Browser Hacking (Basic) ]
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- Buffer OverFlow

- Out-Of-Bound Access

- Use-After-Free

- Type Confusion

- 1 2| (race condition, uninitialized memory, integer overflow)
- BN FoYY SE WH 29
- S E BN FY4H HOLEY|

- Exploit DB, Chromium, Project Zero, ETC

< ¥ BEEIfXN SiF HE >

« Windows XP + IE8 FfH 54 d&
- o gy el 49
- gflags.exe — full page heap, stack trace2| O|s}
- Heap Spray2| O|df
- windbgE O[&% ClHZE A&
- Ac 3 3H4IE Y o

« Windows XP + IE8 H22| 27| 23| M&
- H22| E37|(DEP) 2

- ROP(Return Oriented Programming) &4 A&

[ 2¥X} - Web Browser Hacking (0-day Hunting) ]

< 7|9k x[4 49F >
« HTML, AHHIAIZEE 7|X
- 8 B2tRX9ol #Z, DOM2| X, Element2| O3f
o IEQ| ZX| e H A =, LFHO| CHSt OfdH

< Fuzzer N|Z A

5 >
« Fuzzing ¥2| 29%

M

e 37 ¥ E2t2KN Fuzzer S 24

_|$|_
- 22210 S7HE XA Fuzzers 27N
- Grinder 27
- Fuzzer A8 A&
« Crash 2&5}7|
- Crash 2&F5}7|
- Null-pointer dereferece Crash O|F
- Ct&$E Crash Case 27

- Reproduce Issue &9



o Fuzzer H|Zt

E|
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- Fuzzer Server (testcase M) 2 A4
1) 7|25l & S0 27|

2) testcase A4 OFo|C|f

e Fuzzer Client

-1 =

S5 24

- Gflags - PageHeap, Memory Protection Issue

[ 3¥X} - Web Browser Hacking (Advanced) ]
< ¥ BEIfM HSHA FH3} >
« [E Memory Protection & Bypass
- VTGuard &Y

- VTGuard 22|8 49

- Isolated Heap A
o

4
=
E

- Isolated Heap 23|% 49

- Protected Free &3

- Isolated Heap / Protected Free 92| A

o>

« CtYSH Memory Leak 2=

- Memory Leak F 2 Case Study

- Memory Leak F2EE 0| &%t Exploit Case Study

- OOB Read/Write F2& Case Study
- Flash & 3rd party F2%& Case Study
« Sandbox Escape®i| CHS}O

- Kernel Vulnerability #2%& Case Study

- Sandbox Vulnerability F2f& Case Study

< Case Study >
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< Bug Bounty ZE217 >

« Bug Bounty 274
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Hardware(Embedded, 10T) Hacking
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« AVR 010|322 ZHEZEZ] Programming &5
» UART Hacking

« JTAG Hacking

« Flash Memory Dump

[1¥€X} - AVR Z22[ Y]

« MCU(Micro Controller Unit)2| O|d}

. Atmega128A MCU 27{

o 748 = (Atmel studio 6.2) AX|

« ISP(In-System Programming)2| O3}
- HE/E Y=Y ZEQ| O[5

- LED, 2H, 207 MO d&

« 7-Segment ¥ Dot Matrix MO &
« 2 MM HOE E3F ADCO| O|dH
« CIXE 224 MZ Hd5

« UART sl €&
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PWM (Pulse Width Modulation)2| O]
AR IM)E 0|83t BM 4 d&
AVR Firmware FZ3}7|

AVRI} Arduinol| Z+A O|3|

Arduino T2 A&

[2¥%} - UART&JTAG Hacking]
[UART Hacking]

SIEQIO] 2 == EZ2| 0|8l : UART, 12C(2-wire, TWI), SPI

UART Programming2| O3

Logic AnalyzerE 0|&%t UART Z2EZ &4 4
UART Pin 37| d&

774 SR7| UART &2 d&
Baudrate &4 H&
AOFEE(AZAIS) UART S HE
UART #& O|&%t Hio|HE| =& AT
ZtE 717|120 CiSh UART &8 Al (
UART 38l{Z case by case

o>

[JTAG Hacking]

JTAGC| 7HE X A& 2| Olslst7| (TDI, TDO, TCK, TMS, TRST)

TAPC(Test Access Port Controller) AEN = O|8}3}7]
JTAG &% &8 Ol

A8 JTAG € 270 : Riffbox Jtag, H-JTAG, AD-JTAG
JTAG Pin Scanning : Jtagulator, JTAGenum

JTAGS 08¢ ERIOf ¢S Mg

=]
JTAGES 083 5X CIHZ A&

[32X} - Flash Memory B A&]

Flash Memory 7|Z

Winbond W25Q16BV Flash Memory2| O|&

Oo|32 ZZM|A GPIO Handling &

SPI T2 EZ9| ofd)

Flash Memory Dumper 7igf A&

Desoldering A&

Winbond W25Q16BV Serial Flash Memory Dump & &

8-pin Test-clip &8 A&
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» ARM Reversing & Exploitation
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« 597| Remote Exploitation
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« ARM Assembly =% &3
« ARM Reverse Engineering &
« ARM ZHZ 0| 9| Buffer Overflow Attack
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« ARM Shellcode 7Hgt
« ARM Exploit 7

gdbE 0|8% CiHE H&
uPnPE 0|&%+ &4 3
37 7] Remote Exploitation
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